CHECKLIST:
OPEN SOURCE LICENSING
BEST PRACTICES

With modern software applications constructed using dozens to hundreds of open source package
dependencies, it is critical to understand the licenses all of these projects use. Equally critical is
maintaining development velocity, and achieving both of these aims simultaneously can be tricky.

This checklist can help you get a better handle on the open source licenses you use.

[]

Get the lay of the open source license landscape. In addition to the Tidelift guide to working
with open source licenses, here are a few other good resources:

=» Succinct overview of the most popular open source licenses from GitHub at choosealicense.com

=» Comprehensive reviews:
- The Legal Side of Open Source
- Using Open Source Code, from The Linux Foundation

= Want to go even deeper? Here's the definitive book on the subject: Open (Source) for
Business: A Practical Guide to Open Source Software Licensing — Second Edition

Create a whitelist of approved open source licenses for your development team to
reference. The TODO Group has assembled a good list of example open source license policies.

Consider appointing a member of the development team as open source license czar.
This person takes on the role of staying current on the topic and answering questions about
package license ambiguity from the rest of the team. They should follow IANAL (I am not a lawyer)
best practices and bring in a member of the legal team when needed.

Talk as a team about why licenses matter. Discuss why they matter and why everyone should
check licenses as a standard part of their package research process.

=» Thisis a good primer presentation to use for a lunch and learn

Do a license audit. As your code and customer bases grow, an audit can help you get a fuller
view of open source packages you use and how they are licensed. Look for ways to do this
without sacrificing developer productivity.

=» Tidelift offers comprehensive license scanning of your exact open source dependencies
as part of our subscription. There are also standalone scanning tools, some free some for a
fee, on the market and language-specific tools are also emerging, such as the npm license
checker for JavaScript

Prioritize refactoring code with problem licenses in regular sprints and other backlog
burndown. Resist the temptation to kick the can down the road on code issues that don't directly
impact users. Code with a problem license can become a ticking time bomb. Don't wait for the
customer, or acquirer, code audit.


https://tidelift.com/subscription/working-with-open-source-licenses
https://tidelift.com/subscription/working-with-open-source-licenses
https://choosealicense.com/licenses/
https://opensource.guide/legal/
https://www.linuxfoundation.org/resources/open-source-guides/using-open-source-code/
https://www.amazon.com/Open-Source-Business-Practical-Licensing/dp/1544737645/
https://www.amazon.com/Open-Source-Business-Practical-Licensing/dp/1544737645/
https://github.com/todogroup/policies
https://github.com/OpenChain-Project/curriculum/blob/master/slides/openchain-curriculum-for-1-2.pdf
https://tidelift.com/subscription

